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About this report

This report selects and summarizes 3 topics that are considered to be especially important from
among various information security incidents and events that occurred during April 2023 and the
changes in the surrounding environment. The summary of each topic is as follows.

CHAPTER 1
"FBI Announces Takedown of Genesis Market
in Joint International Investigation”

+ On April 5, the United States’ Justice Department announced that it had taken down the Genesis Market, which
had infected users' PCs with malware and sold third parties access to credentials and other information used on
infected PCs.

+ Cybercriminals, including ransomware groups, were using the Genesis Market as an initial access broker to secure
entry points into the targeted networks.

+ Since the Genesis Market has continued to exist even after its closure, basic measures, such as installing and
updating antivirus software, must be implemented to ensure that business PCs are not infected with malware
and become entry points into internal systems.

CHAPTER 2
'Leaked' Vulkan files' and their ripples'

+ The Russian IT consultancy NTC Vulkan has provided tools to support cyberattacks and espionage to Russia's
state-controlled intelligence agencies, according to leaked documents titled 'Vulkan files'.

» The documents showed that Vulkan had developed tools for Russian intelligence and APT groups to search for
vulnerabilities, conduct espionage via social media and other channels, and train agents to carry out cyberat
tacks.

+ The Vulkan files revealed some of the Russian government's preparations for a hybrid war in which it targets
cyberattacks and espionage alongside military operations.

'FBI warns about juice-jacking attack’

+ On April 6, the Denver bureau of the Federal Bureau of Investigation (FBI) took to Twitter to call attention to a
juice-jacking attack that uses USB charging ports in airports and hotels.

« Attackers do tricks such as embedding chips in USB charging ports. If you plug in your phone or tablet for
charging, data can be stolen or malware or surveillance software can be installed without your permission.

+ Avoid using USB charging ports to avoid juice- jacking attacks. Alternatively, it is recommended to carry and use
a dedicated USB cable for charging.




1. FBI Announces Takedown of Genesis
Market in Joint Investigation with States

1.1. Overview

On April 5, the US Justice Department announced that it had taken down the Genesis Market,
which sold credentials stolen in a cyberattacks. [¥]1The investigation, conducted jointly by the
FBI, Europol and others, resulted in the arrest of 119 users of the market. Attempts access the
market now indicate that "this site has been seized," along with the logos and other information
of the law enforcement agencies in each country that assisted in the investigation.
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Figure 1 Genesis Market Screen
Shown After Seizure

1.2. Genesis Market and Past Incidents

About Genesis Market
Genesis Market was launched in March 2018 by an administrator believed to be a Russian threat

actor. [*]2 Because the market was only accessible by obtaining an invitation code from an
existing user, the invitation code was deemed valuable by hackers and was sometimes bought
and sold on hacker forums and other sites.

Genesis market is the only market where you can buy over 450,000+ logs with cookies that

from infected computers around the world some names can be united states, spain, ireland,
japan etc they have it all.
They have a big databases from countries around the world! In my shop we are selling the
cheapest invites in the market currently.

Figure 2 Genesis Market Invitation Code Posts (partially doctored)
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The market had developed its own malware and sold access to information collected by bots,
referring to PCs infected by malware attachments as "bots." By buying them, users could

get real-time information on cookies, login information, auto-fill data in forms, and browser
fingerprints, such as browser type and operating system, collected from targeted PCs. [*]3

The difference from selling simple login information is that if a victim of this malware notices a
leak and changes their password, the threat actor can get the changed password immediately

additionally cookies after authentication, is possible to bypass multi-factor authentication. [*]4
[*]5 [*16

PC bots used by corporate employees, in particular, have been purchased by cybercriminals,
such as ransomware groups, because they are useful for getting inside a corporate network that
is being targeted, providing a stepping stone to internal deployment. Services that provide these
entry points have played an important role as "initial access brokers" in the recent decentralized
cybercrime ecosystem.
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Figure 3: Schematic diagram of the division of labor in cybercrime
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Case: Exploitation in attacks on electronic arts
An incident at gaming company Electronic Arts in June 2021 is a known example of a bot sold
on Genesis Market being used in an attack. [*]7

It all started when an attacker bought access to an employee’s botted PC on Genesis Market
for just $10. [*]8 The attacker was able to log into the company's Slack account using cookies
obtained from the bot.

In addition, the attacker useds Slack as a springboard to gain access to the company's internal
network. He successfully logged into the company's internal network by pretending to be a Slack
employee and contacting an IT support representative, who was then tricked into providing him
a multi-factor authentication token. The intruders stole a large amount of stored game source
code and internal tools and sold them on the market.

July 14,2021

In June, we reported a recent incident of intrusion into our network (see earlier statement below).
This week, we've been made aware of an extortion threat from the alleged hackers, and a portion of
some files were released to the public. We have analyzed the files released by the alleged hackers,
and at this time, we continue to believe that it does not contain data that poses any concern to
player privacy, and we have no reason to believe that there is any material risk to our games, our
business or our players. We continue to work with federal law enforcement officials as part of this
ongoing criminal investigation.

Junell, 2021

We are investigating a recent incident of intrusion into our network where a limited amount of game
source code and related tools were stolen. No player data was accessed, and we have no reason to
believe there is any risk to player privacy. Following the incident, we've already made security
improvements and do not expect an impact on our games or our business. We are actively working
with law enforcement officials and other experts as part of this ongoing criminal investigation.

Figure 4 Statement released by Electronic Arts regarding the incident [*]9
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1.3. Operation Cookie Monster

The investigation was led by the FBI and Dutch police, with cooperation from Europol and law
enforcement agencies in 45 countries and territories, including Germany, Britain and Australia.
The operation was named "Operation Cookie Monster",. []10 [*]11 [*]12

The investigation resulted in the arrest of 119 users of Genesis Market and the seizure of 11
domain names used by the market. Now, if you visit a URL using these seized domain names, it
says "this site has been seized" and the site is no longer available (Figure 1).

However, the manager of the market has not been identified and has not yet been arrested.

Sites on the dark web using another domain under ".onion" are still accessible and the market's
system appears to be up and running. [¥]13 Some have suggested that this is left as a decoy for
law enforcement agencies to gather information about hackers as they continue to investigate.

W Nitps: | QenaSis ) ety s Psia].onionfguesi/loginfindex

Qenesis

Sign In

I Remember me for 2 weaks

Figure 5 Genesis Market website on the dark web (as of May 15)

1.4. Summary

Genesis Market, which has been involved in cybercrime as an initial access broker since

2018, has been taken down and many of its users arrested. This is a major achievement of
international investigative cooperation, but we need to remain vigilant as other markets that offer
similar services have been identified. [*]14

An infection with malware from Genesis Market or similar services can trigger an attack that
can be very damaging to a business, so basic measures such as not opening suspicious files
or URLs and installing or updating antivirus software need to be taken.

, O)NTT
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2. Leaked Vulkan files and their aftermath

2.1. Overview*15

A leaked document has been reported that reveals some of Russia's efforts in cyberwarfare. It is
called the “Vulkan files” because it is an internal document of NTC Vulkan, a Moscow-based IT
consultancy. It came to light after a company whistleblower, who opposed Russia's invasion of
Ukraine, provided it to Western news outlets.

Analysis of the Vulkan files confirmed the development of large-scale tools to support Russian
government cyberattacks and intelligence operations. The documents also showed links
between Vulkan, the company behind the tools, and Russian government-affiliated hacking
groups that have been implicated in various cyberattacks.

2.2. Leaked documents' Vulkan files' [*]16
Vulkan is an information security specialist IT
consulting firm based in Moscow (Figure 6). Its name
means volcano in Russian. It was founded in 2010

by Anton Markov, a former Russian army officer. ‘ ' ok
Clients include major Russian companies such b"&?r@/
as Sberbank, national airline Aeroflot and Russian ] """,‘._'j g ) S bine s LS
Railways.Vulkan is positioned as part of the
military-industrial complex with close ties to the
Russian state because of its founder’s connections,
person-to-person contacts between the military and
intelligence agencies and Vulkan, and because many
of its employees are graduates of Bauman University
in Moscow, which is under the influence of Russian

security agencies.

Figure 6 Vulkan Homepage

A whistleblower from Vulkan

In February 2022, Russia began its invasion of Ukraine. Someone inside Vulkan was angry with
the Russian actions in Ukraine and with Vulkan for cooperating with the Russian government and
secretly contacted German journalists. He then handed over thousands of pages of classified
"Vulkan files" to a German press research group about the cyberattack tools Vulkan had provided
to Russian government agencies. "We hope to use this information to uncover what is going on
behind closed doors," said the whistleblower. [*] 17

The group shared the Vulkan files with the DER SPIEGEL newspaper and several other news
outlets with which it has agreements. After scrutiny by experts, including Western intelligence
agencies, it was determined to be highly likely to be genuine, and on March 30, 2023, an
investigative report on the Vulkan files was published by the DER SPIEGEL newspaper and
others.

Cyber Security Reports 2023.04 8



Contents of Vulkan files

The Vulkan files are over 5,000 pages of data dating from 2016 to 2021, including emails,
internal documents, project plans, budgets and contract documents (Figure 7). The analysis
reveals a partnership in which Vulkan develops and provides tools for the Russian intelligence
community. Among the intelligence agencies with which ties have been found are the GRU, a
military intelligence agency, the FSB, an intelligence agency that monitors inside Russia, and

the SVR, an external and economic operation. There are also maps of the United States and
diagrams of nuclear power plants in Switzerland in the documents, suggesting that the intended
targets are Europe and the United States.

It is not clear from the Vulkan files whether the tools developed have actually been used in
attacks. On the other hand, due to the practicality and perfection of the tools, it is suspected that
it may have been used in cyberattacks that were observed before and during the invasion

of Ukraine.

Due to the overwhelming public interest, paper trail media has published a small selection of the
#VulkanFiles on Documentcloud. Metadata has been changed respectively stripped.
— ' Scanv_4 = ScanV_3
- ScanV_2 ScanV_1
- Sandworm Krystal2v
— Amezit
1-7of7 ~—~
DOCUMENTS DocumentCloud

Figure 7 Data from Vulkan files(Some data is available on the site of German
media research group paper trail media) [*]18

; O)NTT
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The Vulkan files confirmed Vulkan's involvement in three projects to develop cyber-attack
and intelligence tools: [*]19 [*]20 [*]21

Scan-V: A tool to search for vulnerable systems

Scan-V is a tool to scan candidate systems around the world and collect vulnerability
information. The Vulkan files contain comprehensive documentation on how to build a database
to house the collected data.

It is known from the scope of information contained in the Vulkan files that it was developed
in conjunction with the GRU intelligence agency, but it is not clear whether the GRU actually
purchased or deployed Scan-V. Meanwhile, Google's security team has determined that tools
listed in the Vulkan files as a subsystem of Scan-V were being used in the global MiniDuke
cyberattack it detected around 2012, and believes its success at that time spurred the project
to develop Scan-V itself. [*]22

Amesit: A tool to support information operations

Amesit is a framework-based tool that supports Internet information operations from
preparation to implementation. Because it is a large toolset, multiple companies participated
in its development, and Vulkan employees serving as the “stewards” frequently visited the FSB
headquarters to obtain specifications.

First, intelligence operatives using Amesit monitor, intercept and collect social media and
mobile phone calls in order to understand the spread of ideas in Russia and abroad. Next, they
determine how they wish to manipulate the situation and create appropriately tailored content
for use. Content can be deployed in various formats including text, images, video and audio
data. Content can then be spread across multiple channels, including social media, blogs, SMS
and email. A document in the Vulkan files explains that Amesit has the ability to manage about
100 fake social media accounts to aid in social media espionage, as well as the ability to avoid
investigations that identify where accounts are being impersonated.

It is believed that the Amesit information operations tooling can be used to conduct influence
activities either the region around Russia or globally as well. [¥]23

Krystal-2B: Cyber espionage training tool
Krystal-2B is a training tool for operatives conducting cyberattacks. Up to 30 people can
participate in training at the same time.

It is believed to be designed to support both offensive and defensive exercises, as well as

exercises aimed at controlling systems of critical rail, air and sea infrastructure, as well as
at vulnerabilities in Russia's military infrastructure.

Cyber Security Reports 2023.04 10



Krystal-2B used to train Amesit

An exercise plan using the Krystal-2B cyber espionage training tool in the Vulkan files notes the
use of Amesit, an intelligence espionage support tool. It also clearly states that the exercise will
train the ability to disrupt real-world infrastructure, including systems that control air, sea and rail
operations. [*]24 These descriptions suggest that Amesit's plethora of functions extends beyond
information operations to the support of public infrastructure attacks.

In the Vulkan files, contacts between Vulkan and Russian APT groups have also been discovered.
The Sandworm group, presumed to be the GRU's cyber unit, has been accused by UK and US
government agencies of being the main culprit in cyberattacks on Ukraine's power transmission
system in 2015, the NotPetya malware outbreak in 2017, and the "Olympic Destroyer attack" on
South Korea's 2018 Winter Olympics in Pyeongchang. [*]25 [*]26 The Vulkan files indicate that
the Sandworm group retained Vulkan to help build Scan-V.

In other Scan-V developments, Vulkan also appears to have contacts with the Cozybear group,
which is part of the SVR, based on analyses which indicate that the related MiniDuke cyberattack
was carried out by the group. [*¥]27 [*]28

The Vulkan files have revealed the startling reality of Russian cyberwarfare. Since the 2010s,

the Russian government has pursued a strategy of hybrid warfare and has worked to incorporate
cyberattacks into this strategy. The combination of the intelligence operations tool Amesit

and the training tool Krystal-2B has been speculated as evidence of the high value placed by

the Russian government on the deployment of information operations during the execution of
cyberattacks on public infrastructure. [*]29

The Vulkan files date back to 2021 and do not directly document the cyberattacks that

have taken place in Ukraine since then. However, there have been a great number of hybrid
warfare operations against Ukraine, with simultaneous information operations and attacks
on critical infrastructure, timed together with missile and military attacks, as described in the
documentation of the tools in the Vulkan files. The Vulkan files also appear to reveal some of
the activities leading up to the invasion of Ukraine.

y O)NTT
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3. FBI warns of juice-jacking attacks

3.1. FBI reminder

On April 6, the Denver bureau of the Federal Bureau of Investigation (FBI) posted a call on Twitter
to be on the lookout for a "juice-jacking attack" that involves the rigging of USB charging ports
installed in airports and other locations. Compromised USB charging ports install malware or
conduct other attacks on connected devices (Figure 8). [¥]30

According to the Denver bureau, the FBI regularly works with partner organizations to issue
alerts and public service notices. [*]31 [*]32

FBI Denver '
DFRIDenver - 7A0—9 %

Avoid using free charging stations in airports, hotels or
shopping centers. Bad actors have figured out ways to use
public USB ports to introduce malware and monitoring
software onto devices. Carry your own charger and USB
cord and use an electrical outlet instead.

Fi%9:01 . 20239 4H6H 0]

Figure 8 Tweets from the FBI Denver office

3.2. What Is a Juice-Jacking Attack?

Increasing USB Charging Ports [*]33

In the past, it was common to carry your own charger or mobile power bank with you to charge
your smartphone or tablet during long business trips/trips. In recent years, however, depending
on the grade of the facility and the country/region, there has been an increase in the installation
of USB charging ports at airports, hotels and cafes that allow anyone to charge their smartphone
or tablet for free, allowing them to easily charge their devices in various places while traveling
with just a USB cable.

Although it is not possible to charge a PC with a USB charging port due to output power

limitations, it is expected that charging of PCs as well as smartphones and tablets will
become more common in the future, as more USB charging ports will be available for PCs. [*]34

Cyber Security Reports 2023.04 12
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Figure 9 USB charging port installed Figure 10 USB charging port beside a hotel
at Haneda Airport [*]35 bed [*]36(red circle added for clarity)

(Method of attack)

Attackers perform tricks such as embedding small chips inside USB charging ports provided in
public places. If unsuspecting users connect to the ports, attackers can steal data and install
surveillance software and malware. This type of cyberattack that compromises USB charging
ports is called a "juice jacking attack."

As a user who is usually aware of security, there is a great deal of resistance to plugging a USB
thumb drive into a PC or other device that you do not know about. In comparison, there is little
resistance to plugging a smartphone or tablet into a USB charging port as many users do. This is
probably because, unlike a USB thumb drive, it is not well-understood that data communication
can occur at the same time as charging when a device is connected to a USB charging port.

(Demonstration)

The idea of a juice-jacking attack was first introduced in 2011 at a demonstration during the
international security conference called DEFCON. [*]37 DEFCON is held annually in Las Vegas
and is attended by many hackers, security experts, researchers, government officials and others.
[*]38

Since the initial demonstration, several hackers and cyber researchers have begun to investigate
how successful juice-jacking attacks can be executed by circumventing the security measures
put in place on devices and by rigging compromised ports to look the same as a regular USB
charging port. At DEFCON in 2019, a tool that could be rigged to an iPhone's charging cable

to install malware and allow remote control was announced, drawing attention for its use in
juice-jacking attacks. [*]39

. ®) NTT
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[0 MG adapter]

The tool demonstrated at DEFCON is called the "O MG adapter" and is now marketed to security
researchers. The 0.MG adapter looks like just a USB conversion plug, but it has a small chip
embedded in the connector (Fig. 11[*]40, Fig. 12[*]41 ). The small chip turns the connected
device into a Wi-Fi access point, allowing an attacker to gain wireless LAN access to the device
from the outside without the device's user noticing.

It is easy to embed such hacking cables and parts inside a USB charging port, and some
attackers are said to be able to complete the task in minutes .

Figure 11 0.MG Adapter Figure 12 Connector with embedded chip
(From the video of 0.MG adapter maker Twitter)

Fear of its use in attacks

As the Federal Communications Commission's April 2023 announcement 2 noted, there have
been no known instances of juice-jacking attacks. However, as demonstrated by the 0.MG
adapter, the technology required to perform juice-jacking is well-developed, so it's expected
that it is already being used in attacks. In addition to fears that it could be used in attacks
such as spying on government officials, * it's also considered an attractive attack vector for
cybercriminals looking for financial gain **

3.3. Measures against juice-jacking attacks

One way to prevent juice-jacking attacks is to avoid using USB charging ports as much as
possible. Alternatively, if you carry a commercially available USB “charging-only” cable and use it
when connecting a USB charging port. Data communication will not occur and the attack will not
be successful.

3.4. Summary

The alert from the FBI has renewed awareness of the potential for unforeseen damage to USB
charging ports in public places, as well as free Wi-Fi, which has been flagged as a risk. [¥]42
Expect more locations for USB charging ports in the future. When charging devices on the go,
it is necessary to be careful.
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Disclaimer

While we do our best to be accurate in the content of this article, we do not guarantee its
accuracy and will not compensate you for any damages or losses arising from your use of
this article. If you have any questions or concerns regarding typographical errors, errors in
content, or other matters pointed out in the article, please contact us at the address below.

Contact: NTT Security Japan Inc.
OSINT Monitoring Team, Consulting Services Department
Email address: WA_Advisorysupport@ntt.com
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