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About this report

This report summarizes 3 topics that are considered to be particularly important among
various information security incidents and events that occurred during June 2023 and
the changes in the environment surrounding them. The summary of each topic is as follows.

CHAPTER 1
“CISA issues binding operational directives for
exposed management interfaces"

+ CISA, which oversees the U.S. government's security efforts, issued a "binding operating directive" (BOD23 - 02)
that directs all government agencies not to expose their management interfaces to the Internet in the wake of
frequent network intrusions.

* The directive requires that management interfaces be restricted to access only from internal networks so
that they cannot be accessed from the Internet.

+ The directive is limited to U.S. government agencies, but we recommend that private companies follow suit.

CHAPTER 2
Ransomware hits Shalom, a software-as-a-service for
Labor and Social Security Attorney offices

+ MKSystem, the provider of “Shalom”, a software-as-a-service (SaaS) platform that supports social insurance services
procedures, was hit by a ransomware attack, which disrupted work at Labor and Social Security Attorney offices, etc.,
that use the software.

- If a system that handles personal information is damaged by a cyberattack and may leak information, it must report
the incident to Personal Information Protection Commission, Japan. In this case, not only MKSystem but also Labor
and Social Security Attorney offices (as contractors) that use Shalom and their client companies are required to report
the incident.

« In order to respond to the reporting requirement promptly even if personal information is leaked from SaaS, companies
are required to identify and cooperate with the contractors of customer and employee personal information.

Hacker forum BreachForums revived after owner's arrest

+ On June 13, BreachForums, the world's largest hacker forum, returned to action after a three-month hiatus.
As before the shutdown, there has been a lot of discussion about posting various leaks and hacking.

+ Soon after the shutdown, rival forums were hit with DDoS attacks and hacks, but there has been no significant
impact, and the number of users has been growing steadily.

+ BreachForums is likely to continue to be a leading community among hackers, and we need to be vigilant about
what is posted and what hackers are doing.




1. CISA issues binding operational direct-
ives for exposed management interfaces

1.1. Overview
On June 13, 2023, the US Department of Homeland Security's Cybersecurity and Infrastructure
Security Agency (CISA) issued a binding operating directive, BOD23 - 02. [*]1

The directive, which applies to devices belonging to the US Federal Civilian Executive Branch
(Hereinafter referred to as "U.S. Government Agencies"), enforces measures to mitigate the
risk of cyberattacks when a "management interface" for configuring and managing a network is
exposed to the Internet.

Possible cases that need to be handled includes, for example, that the login screen of the Web
management portal, which should be used only by users of the organization, is accessible to
anyone from the Internet.

SOPHOS

Figure 1 Login screen of the Web management portal (sample) [*]2

1.2. Background

US government agencies hold vast amounts of sensitive data and represent one of the most
targeted sectors for cyberattacks. This requires stringent security measures. [¥]3 However, many
US government agencies provide direct access to device management interfaces inside their
networks from the public Internet for maintenance and other purposes. When management
interfaces are exposed on the Internet, they can be easily discovered from anywhere in the world,
which has led to hackers exploiting them as an entry point into organizational networks in recent
years. [*]4 In light of this, CISA has issued binding operational directives which seek to mitigate
intrusions into U.S. government networks. [*]5
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Devices with management interfaces covered by this Directive include network devices such as
routers, firewalls, proxies, and load balancers, as well as servers.

CISA requires U.S. government agencies to limit management interfaces to access only from
internal networks so that they cannot be accessed from the Internet. Alternatively, an ideal
solution is to incorporate a zero-trust architecture that controls access on internal networks to
the minimum through user management and policy enforcement. It requires that interfaces that
are not configured be removed within 14 days of the date they are discovered on the Internet
(or notified by a CISA scan). It also requires the implementation of countermeasures/controls
to ensure that the management interface, including any newly added devices, is protected as
described above.

The following is an example of a prohibited and acceptable configuration proposed by CISA for a
Remote/On-Site Administrator to use a management interface in an organization's network. [*]6

Prohibited Configuration

FIG. 2 is prohibited because access from the outside (External Entities [upper left of the figure])
to the inside of the network is not controlled and the management interface can be connected
from the Internet.
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FIG. 2 Management interface accessible from the Internet
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Allowed configurations
In the subsequent configurations, the internal network is separated from the Internet, making it difficult
to attack from the outside.
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(Only authorized administrators can access management interface [via network internal/VPN].)
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Figure 5 Only accessible from microsegment of management network via ZT PEP
Access is limited to the administrator and his/her terminal authenticated with ZT PEP (zero-trust policy enforcement points)

1.4. Summary
This CISA operational directive follows the principle of least privilege, which states that the
management interface is used only by system administrators and is not exposed to the Internet
where anyone can access it. Similar advisories and reminders have been issued by various public
agencies before, but it is worth noting that this CISA action as a binding directive is an indication
that the risk of a publicly exposed management interface is unacceptable to the US government.

The directive is limited to U.S. government agencies, but since the risk of attack exists in both
the public and private sectors, we recommend that private companies follow suit.

® NTT Security Holdings



2. Ransomware hits Shalom, a software-
as-a-service for Labor and Social Security
Attorney offices

2.1. Overview

On June 5, a ransomware attack hit MKSystem, which provides software-as-a-service (SaaS)
platforms such as “Shalom” for Labor and Social Security Attorney offices, and corporate human
resources and labor departments in Japan. As a result, it affected many of those offices that
were unable to use the services. [*]7
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Figure 6 MKSystem Saa$S "Shalom" website

2.2. MKSystem "Shalom" service stopped

MKSystem provides software-as-a-service (SaaS) such as "Shalom," a Web system that supports
procedures for social insurance, etc., and "Net de Chingin (Wage) Web version," a payroll system,
for Labor and Social Security Attorney offices, etc. MKSystem claims that Shalom has "No.

1 market share" and is used by 50.4% of Labor and Social Security Attorney offices in Japan
(Figure 6). [*]8 These offices, using Shalom, manage about 570,000 business places and about
8.26 million employees. [*]9

Damage from ransomware infection

In the early morning hours of June 5, all servers providing services became inoperable due to
ransomware encryption, and services such as Shalom became unavailable. MKSystem said the
attack affected most of its roughly 3,400 users (organizations). [*]10

Potential breach of personal information
MKSystem announced that there was no evidence of exfiltration of personal information or
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any other data transmission to the outside world. In addition, MKSystem explained that social
security and tax numbers (“My Number”), which are stored by Shalom and other systems, are in
an environment separate from the service environment and are encrypted. These records were
not impacted by the breach. [*]11

Restoration and Impact on the Labor and Social Security Attorney offices

Since the backup data of the system was not damaged, MKSystem resumed the delivery of
services one by one by restoring the backups and by bringing forward the release date of the
new system that was under development. [*]12 [*]13

On the other hand, significant disruption was caused by the fact that Shalom could not be used

in June, a busy month of the year, due to various administrative procedures such as the change

of resident tax and bonus payment processing. Many of the processes that are automated by the
system had to be performed manually, and the workload of employees at Labor and Social Security
Attorney offices increased as a result. Since the system under development, which was provided
ahead of schedule, was unstable due to high system loads, some staff met their deadlines by
waking up in the middle of the night and working at night when system load was reduced. [*]14

In Japan, Organizations that handle personal information that has been damaged by a cyberattack
and where there is a risk of information being exposed are required to promptly report such
damage to the Personal Information Protection Commission, in accordance with the Act on the
Protection of Personal Information. They are required to provide a preliminary report within three
to five days of the date of discovery of the breach with a final report being required within 30 days.
(Leaks which are the result of criminal activity such as cyberattacks must be reported within 60
days from the date of discovery.) [*]15

Reporting is mandatory not only for system providers but also for businesses using such a system
to deliver services. The Personal Information Protection Commission states in its guidelines that
the subject of the reporting requirement is "A personal information handling business operator
handling personal data in which a leak, etc. has occurred or is likely to have occurred.” [¥]16 In this
case, not only MKSystem but also Labor and Social Security Attorney offices (contractor that use
MKSystem's products) and their clients are required to report.

At first, MKSystem is said to have lobbied the Personal Information Protection Commission

to exempt its clients (Labor and Social Security Attorney offices) from reporting. However, the
Personal Information Protection Commission maintained its view that there is no exemption
mechanism for this reporting requirement. As a result, MKSystem was forced to issue an apology
to its clients for erroneously having suggested the possibility of an exemption from disclosure
obligations. [*]17

A contractor and its clients are allowed to report jointly. In this case, the Japan Federation of Labor
and Social Security Attorney's Associations provided a joint report format, and the Labor and Social
Security Attorney offices used the format to report jointly with their clients. [¥]18 [*]19
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Over the past few years, ransomware attacks have become increasingly damaging to SaaS. [*]20 In
this context, it is increasingly necessary to assume that personal information stored in SaaS could
be compromised. [*]21

In this case, it was reaffirmed that companies that use such a service and those that entrust
personal information to such companies are required to report the incident under the Act on the
Protection of Personal Information. It is important for each company, as a contractor, to identify
the parties, such as the Labor and Social Security Attorney offices, to which personal information is
entrusted, to organize the incident response flow, and to prepare for cooperation in reporting, etc.
when a leakage incident occurs. In addition, when handling personal information of a resident of
a foreign country, it is necessary to pay attention to and confirm the possibility of violating foreign
laws and regulations such as the GDPR(EU). [*]22 While this specific example deals with a breach
which occurred in Japan, and focuses on Japanese laws and regulations, the risk is one that is
universal. Most countries also have similar requirements for disclosure and reporting, which will
however vary from country to country. It is important for businesses to understand the particular
reporting requirements of the countries in which they operate.
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3. Hacker forum BreachForums revived
after owner's arrest

3.1. BreachForums revived
BreachForums, the world's largest hacker forum that shut down in March after the site's owner
was arrested, returned to action on June 13 with a new owner. [*]23

The resurgence has been a hot topic among hackers, with more than 10,000 registered as of July
13. As before the shutdown, various leaks have been posted and hacking discussions are raging.

to BreachFarun

o - ety bune

ShinyHunters

ello, Welcaome to BreachFarums (rencamated)!

AOMIKISTRATOR

Figure 7 BreachForums Welcome Message from New Owner ShinyHunters (Image partially altered)
"Welcome to BreachForums! This forum is back with the original team."

3.2. From Closure to Resurrection

Movement before and after Closure

BreachForums began operating in April 2022 after the closure of RaidForums, the largest hacker
forum in the world at the time. Since then, it has attracted more hackers and handled 15 billion
records of leaked information, surpassing RaidForums.

But in March, the FBI arrested a hacker named Conor Brian Fitzpatrick (aka pompompurin), the
owner of BreachForums. At the time, the forum system was being operated by co-administrators,
who shut down BreachForums out of concern that investigators might be using administrator
rights seized from Fitzpatrick to gain access.

One of these administrators, who called himself "Baphomet,’ led the decision to shut down

the forum and review future policies. Baphomet set up a chat group on Telegram to allow
BreachForums users to communicate while the forum was closed. More than 4,000 people took
part in the chat, which included discussions about how the new forum should work, cursing
about emerging forums that aimed at taking BreachForums’ place, and other mundane chatter.

Baphomet had already been contacted by administrators of several competing forums when he
decided to shut down the forum, and said he hoped to work with some of them in the future to
build a new community with BreachForums functionality.
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New Owner: ShinyHunters

Nearly three months after BreachForums was shut down, new owner ShinyHunters posted a new
BreachForums URL in the Telegram chat group, which had previously been created by Baphomet,
with a declaration that the forum was back.

ShinyHunters is a notorious hacking group responsible for hacking Microsoft's GitHub account
and stealing nearly 7.7 million pieces of user data from its Nitro PDF software. [*¥]24 [*]25

The new BreachForums is a collaborative effort between ShinyHunters and the previous
administrators, including Baphomet.

% ShinyHunters 3% =
_qj; I-cuurn is :

check your spam folder as the emails are not reaching

Figure 8 ShinyHunters Posts Announcing the Reopening of BreachForums

3.3. Reaction of other hacker forums to the shutdown

Three months ago, BreachForums was the largest hacker forum in the world. This led to the
creation of a number of similar forums and a scramble for users, including existing ones, in an
attempt to lock in users who had become “homeless” after the forum shut down.

FNNIFORUMS

Welcome back, hoihoichahang. You last visited: 06-23-2023, 09:22 AM @ Log Out

& User Panel A Alerts

post new challenges

Figure 9 Examples of forums that became active after BreachForums shut down

These forums tried to attract the attention of hackers by advertising on social networks such as
Telegram and Twitter, and by posting messages on their forums that were created by reusing
data previously leaked from large corporations and government organizations, but none of them
were as successful in attracting users as the previous BreachForums.
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Attack on the new BreachForums

After BreachForums was revived, some competitors gave up trying to steal users from the
forum, and shut down their own forums, while others launched attacks in an attempt to disrupt
BreachForums activities.

BreachForums, for example, was destabilized by a DDoS attack less than an hour after its revival.
One of the forum's administrators claimed that administrators of the rival Exposed forum used a
DDoS attack service to carry out the attack. [*]26

The administrator of another forum OnniForums going by the name dkota, used a zero-day
vulnerability to attack BreachForums systems and steal data. He then posted data on his forum,
including the email addresses and source IP addresses of about 4,000 BreachForums users. [*]27
ShinyHunters acknowledged the hack and posted an apology to users.

Ay fune 15 20 A 0301 P

ShinyHunters

Figure 10 ShinyHunters Posts Apologizing for the Hack

Since the use of VPNs and anonymous email services has become common among hackers, the
data leaked by the attack did not lead to any damage such as identity disclosure, and the forum
has steadily increased its user base since then.

3.4. Summary

The return of BreachForums seems to have been welcomed by many hackers and their
would-be allies. Since the days of the forum's predecessor, RaidForums, hackers of
various nationalities and skills have participated, not only posting leaked information for
profit or to gain fame as a hacker, but also as a place to chat and teach hacking skills,
forming the largest hacker community in the English-speaking world. Participants have
been involved in a number of cyberattacks, and as a result, BreachForums has amassed
a large database of leaks. It is likely that the forum will continue to take a leading role

in the hacker community, and we need to be vigilant about what is posted and what
happens to participating hackers.
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Disclaimer

Please note that although the contents of this article are best kept accurate, the contents
are not guaranteed and no compensation is given for any damage or loss arising from the
use of this article. If you have any questions, such as typographical errors, content errors, or
other issues, please contact us at the following address:

Contact: NTT Security Japan Inc.

OSINT Monitoring Team, Consulting Services Department
Email address: WA_Advisorysupport@ntt.com
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