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TOP VENDORS CVEs BROWSERS
Vendor Product Q1 Vulns
626 Wordpress
Google Chrome 31
187 Microsoft Mozilla Firefox 16
Microsoft Edge Chromium 11
104 Tenda A
Apple Safari 5
91 oracle Microsoft Edge 4
Mozilla Firefox Focus 2
81 Adobe
/5 SourceCodester MOBILE 0S
Vendor Operating System Q1 Vulns
63 Dell
Apple iPad 16
67 Linux Samsung Android 15
53 Totolink Google Android 11
50 cisco
DESKTOP/SERVER OPERATING SYSTEMS
KNOWN EXPLOITED VENDORS Vendor Operating System Q1 Vulns
Vendor CVEs Vendor CVEs Microsoft Windows 10 70
Microsoft 8 Fortinet 2 Linux Linux Kernel 60
Apple 5 Adobe 2 Apple Mac0S 9
Ivanti 5 Citrix 2 Microsoft Windows 11 5
Google 3 Android 2 Microsoft Windows Server 2022 3
Microsoft Windows Server 2008 2
ACTIVE CAMPAIGNS
CVE Score  Vulnerability Name Actor(s)
CVE-2024-1709 10 ConnectWise ScreenConnect Authentication Bypass Vulnerability APT43, Black Basta, BIOOdy
CVE-2023-22527 9.8 Atlassian Confluence Data Center and Server Template Injection Vulnerability =~ C3RB3R
CVE-2023-29357 938 Microsoft SharePoint Server Privilege Escalation Vulnerability Lockbit, RomCom
CVE-2023-48788 9.8 Fortinet FortiClient EMS SQL Injection Vulnerability Akira, Hive, Jasmin
CVE-2024-27198 9.8 JetBrains TeamCity Authentication Bypass Vulnerability BianLian, Jasmin, SparkRAT, XMRig
CVE-2020-3259 7.5 Cisco ASA and FTD Information Disclosure Vulnerability Akira, Cerberus, HelloKitty, LockBit



