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Ransomware / extortion

TOP RANSOMWARE

EMERGING GROUPS KEY INSIGHTS
RansomHub
MyData
Red Ransomware
Underground
KillSec

•	 BlackCat contiues after disruption, 
only to cease operations during 
suspected exit scam

•	 Despite Operation Cronos government 
disruption, LockBit continues operations

•	 Breach of UnitedHealth results in 
~$22 million payment

•	 TeamCity vulnerabilities exploited to 
deploy DoNex, BianLian and Jasmin 
ransomware

•	 U.S. State Department offers rewards 
upwards of $10 million for tips on top 
ransomware gangs

VICTIM SECTOR

VICTIM ORGANIZATION SIZE

16.06% Lockbit 3.0

32.54% Manufacturing

51.26%
USA

80.65%
Small Business (500 or less)

3.09%
ITALY

2.52%
AUSTRALIA

5.96%
CANADA

15.27%
Mid-Market (501-5000)

3.44%
GERMANY

2.59%
FRANCE

5.89%
UK

4.09%
Large Enterprise (5000+)

5.19% Medusa

4.07%% Legal

5.68% Akira

5.89% Transport 
and distribution

5.89% Hunters 
International

7.57% Healthcare

6.38% 8BASE

8.56% Technology

6.66% PLAY

9.82% Finance

8.27% Black Basta

12.83% Retail

VICTIM LOCATIONS
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